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Changelog for firmware 1096 v3.02

Supported hardware

This firmware only supports the following reader variants:
e Micro Card Reader (10115-xxx-xx and 10117-XXX-XX)
e Micro2 Card Reader (12115-xxx-xx and 12117-XXX-Xx)

For older products, we recommend firmware 1096 v2.40.03.

Changelog

e Readers can now be configured to accept Mobile ID apps from multiple projects, e.g. at
the main entrance of a multi-tenant building.

e Added support for Mobile ID's new interaction mode Convenient: Leave in Pocket. With
this mode enabled in the reader configuration, users don't need to present their phones
to the reader but can leave them in their pockets.

e Detection of Mobile ID devices improved to achieve better reactivity.

¢ Added commands and . With these commands,
you can use our even

e Via keyboard emulation, it's now possible to create characters based on keyboard
shortcuts including the "Alt” and "Windows™ keys. (So far, only shortcuts including ctr1,
Shift,and AltGr were supported.)

e Added support for Mobile ID's new interaction mode Remote: Trigger from Distance. With
this mode enabled in the reader configuration, users trigger the reader from a distance
via the press of a button, typically to open parking lot barriers or other remote-controlled
gates.

BALTECH AG Phone: +49 (811) 99 88 1-0 V1.0
Lilienthalstrasse 27 Fax: +49 (811) 99 88 1-11 p1/5
85399 Hallbergmoos Mail: info@baltech.de

Germany Website: www.baltech.de


https://docs.baltech.de/refman/cmds/vhl/getcardtype.html
https://docs.baltech.de/refman/cmds/ar/restrictscancardfamilies.html
https://www.baltech.de/using-our-vhl-macro-command-set-heres-why-vhl-autoread-is-even-better/?lang=en
https://docs.baltech.de/developers/map-vhl-autoread-without-config.html
https://docs.baltech.de/developers/map-vhl-autoread-without-config.html
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. and now support MIFARE Ultralight cards (NFC Tag Type 2) with a
memory size of more than 1 kilobyte.

e Answers to Reset (ATR) as returned by have been revised and now comply
with the PC/SC specification.

e On Micro Card Reader variants 12115-xxx-xx and 12117-xxx-xx, a failed firmware update due
to an invalid digital signature, which may e.g. indicate a corrupt or manipulated firmware
file, is now reported back to the host explicitly with a new error code.

e Inthe ISO 7816-4 VHL file, the Data Start Position value wasn't applied correctly.

e If the ID of a Mobile ID app was changed while the app had an active connection to the
reader, the connection could be blocked for approx. 30 seconds.

e On Micro Card Reader variants 10117-xxx-xxx, the total amount of data to transfer with
was limited to 200 bytes. Now you can transfer any amount of
data, the size of which is only dependent on the dispatcher.

e Readers crashed if the command , , or was executed
shortly (approx. less than 2 seconds) after connecting the reader to the computer.

e When running , the first response always had the ContinueResp
parameter set to true, even if there was no more data to be transmitted.

e On Micro Card Reader variants 10115-xxx-xx and 10117-xxx-xxx, firmware uploads may have
failed if support for 125 kHz cards was activated.

e If a reader was configured to read the UID or a programmed card number from a file of a
MIFARE DESFire card returning random IDs, it would read the same card repeatedly.

e On Micro Card Reader variants 10117-xxx-xx and 12117-xxx-xx, it wasn't possible to access a
MIFARE DESFire card that returns random IDs. As a result, the reader could neither read a
programmed card number from a file nor the real UID via Autoread.

e Thereal UID of a MIFARE DESFire EV1 card that returns random IDs couldn't be read.

e FeliCa cards sending 16-byte instead of 8-byte responses couldn't be read using VHL or
Autoread.
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https://docs.baltech.de/refman/cmds/vhl/read.html
https://docs.baltech.de/refman/cmds/vhl/write.html
https://docs.baltech.de/refman/cmds/vhl/getatr.html
https://docs.baltech.de/refman/cmds/vhl/exchangelongapdu.html
https://docs.baltech.de/refman/cmds/ar/setmode.html
https://docs.baltech.de/refman/cmds/vhl/select.html
https://docs.baltech.de/refman/cmds/sys/hfreset.html
https://docs.baltech.de/refman/cmds/vhl/exchangelongapdu.html
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e USB readers stopped responding when they were registered several times, i.e. in the BIOS
and in the actual operating system. This is e.g. the case if the boot sequence has been
changed in the BIOS so that USB sticks are booted first.

¢ Inrare cases, a reboot occurred when was executed on a card whose
recognized type doesn't support this command.

e The missing ISO 14443 Type B parameter ProtocolType was added to the
command.

e On Micro card reader variants 10117-xxx-xx and 12117-Xxx-XX, , ,
and didn’t work with FeliCa cards.

e APDUs couldn’t be sent to SmartMX cards with LEGIC advant emulation. Now, this is
possible using the AssumedCardType parameter of the and
commands.

e If both BALTECH Mobile ID and Tungsten Business Connect (previously: Kofax Business
Connect) were activated, the reader failed to read either of them or any cards and could
no longer be factory-reset.

This version also includes all features and bugfixes of the stable version v3.00 up to
and including v3.00.03.

e Added support for . With Mobile ID, you can use smartphones to
interact with BALTECH readers as an alternative to physical ID cards.

e Activated various power-saving measures to significantly reduce the reader's power
consumption. These measures have no impact on the reader's behavior. The specific
savings depend on the card type used.
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https://docs.baltech.de/refman/cmds/vhl/exchangeapdu.html
https://docs.baltech.de/refman/cmds/iso14b/attrib.html
https://docs.baltech.de/refman/cmds/vhl/isselected.html
https://docs.baltech.de/refman/cmds/vhl/getsnr.html
https://docs.baltech.de/refman/cmds/vhl/getatr.html
https://docs.baltech.de/refman/cmds/vhl/exchangeapdu.html
https://docs.baltech.de/refman/cmds/vhl/exchangelongapdu.html
https://docs.baltech.de/mobile-id/map-mobile-id.html

BALTECH \O

balanced technology

On readers operating in Autoread, you can now disable individual maintenance functions
cards, e.g. LicenseCards or ConfigCards, or maintenance functions via the NFC interface.
To do so, you can use the new configuration value

Using the new command, you can now read and evaluate LicenseCards,
even if the reader doesn't operate in Autoread mode.

When a LicenseCard is presented, but that license type is not supported by the reader
hardware or firmware, the reader now emits a

On ISO 15693-based cards, you can now read block numbers above 256 using VHL and low-
level commands.

Added support for an expert Autoread configuration component that is available upon
request.

Added support for configuration files in BEC2 format that are exported from ConfigEditor
without a reader connected to the PC. Note: This export functionality is only available in
certain custom ToolSuite versions.

When the block size of an ISO 15693 card is changed using a static , this changed
block size is no longer implicitly applied when subsequently accessing the card using a
different static or dynamic VHL file. In addition, you can now change the block size when
creating a dynamic VHL file with

On Micro Card reader variants 12115-xxx-xx and 12117-xxx-xx, firmware uploads failed
occasionally.

Presenting a Cotag card for 10 seconds or more could cause the card to be read several
times.

Several were incorrectly categorized as hardware errors, although they
actually only require a firmware upload or reader reboot.

couldn't be read from processor cards (e.g. NXP SmartMX) with
DESFire emulation using Autoread.
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https://docs.baltech.de/refman/cfg/device/run/maintenancefunctionfilter.html
https://docs.baltech.de/refman/cmds/lic/readliccard.html
https://docs.baltech.de/troubleshooting/troubleshooting-installation.html#red-led-7-beeps-2-beeps_1
https://docs.baltech.de/developers/configure-rfid-interface.html#add-a-vhl-file
https://docs.baltech.de/refman/cmds/vhl/setup.html
https://docs.baltech.de/refman/cmds/sys/getbootstatus.html
https://docs.baltech.de/glossary.html#pcn-programmed-card-number
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e Updated LEGIC SM-4200 firmware to OS v4.4.0.0. This has improved read reliability,
especially when used in metal environments with cards that have their antennas placed
close to the edge.

e Bluetooth Peripheral Advertisement was enabled on readers configured to read the UIDs
of all supported card types. Now it's disabled by default and needs to be explicitly
enabled via the reader configuration.

e Aborting a for ISO 14443-4 Type A inter-industry cards resulted in an
undefined state when the command was executed in

e The low-level command no longer worked.
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https://docs.baltech.de/refman/cmds/vhl/exchangeapdu.html
https://docs.baltech.de/developers/exec-modes.html#continuous-mode
https://docs.baltech.de/refman/cmds/iso15/getuidlist.html
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